Question/Comment #40
How many workstations and servers are involved at the SRS?

Answer #40
SRS Protective Forces currently have 36 Servers, 60 laptops and 560 desktop computers in
inventory.

Question/Comment #41
Is there an inventory and/or more specific information available to determine magnitude of the
task(s)?

Answer #41

This information is available in the Documents Library of the Request for Proposals web site at
http://www.emcbc.doe.gov/srs under Wackenhut Contract General Information in a document
entitled “Protective Force IT Inventory”.

Question/Comment #42
What is the Specific DOE/Site Standard Reference Number(s)?

Answer #42
Specific DOE/Site standards are:

e DOE Order 205.1a "DOE Cyber Security Management"
e DOE Manual 205.1-4 "National Security System Manual"
e DOE Program Cyber Security Plan (PCSP)

Question/Comment #43
What is the Encryption requirements contained in DOE and Site Standards (Specific reference
number)?

Answer #43

Unclassified systems located offsite must be encrypted with FIPS 140 approved encryption
software. SRS is currently using Pointsec encryption but is migrating to GuardianEdge. Future
plans are to encrypt all media (removable and non-removable) whether onsite or offsite.

Classified systems must be encrypted using Type 1 NSA
encryption.



